Enexkrponika

UDC 621.37
DOI https://doi.org/10.32782/2663-5941/2025.6.1/60

Shtykalo O.V.
National Technical University of Ukraine
“Igor Sikorsky Kyiv Polytechnic Institute”

Yamnenko LS.
National Technical University of Ukraine
“Igor Sikorsky Kyiv Polytechnic Institute”

ELECTRONIC TRAFFIC MONITORING SYSTEM
BASED ON BLUETOOTH TECHNOLOGY

The article presents an approach to the development of urban electronic traffic monitoring systems based
on Bluetooth Low Energy (BLE) technology. The purpose of the study is to design and experimentally validate
a hardware and software complex capable of providing marked tracking of traffic participants without using
or transmitting users’ personal data. Unlike traditional monitoring methods (GPS, Wi-Fi, cellular networks,
computer vision), BLE combines informativeness with privacy protection, energy efficiency, and the possibility
of autonomous operation. The research was carried out by simulating an urban transport environment in the
SUMO software with Bluetooth systems that register user device signals on a “reachability” basis at discrete
time steps. To eliminate redundant MAC address records caused by users possessing multiple Bluetooth
devices, Siamese neural networks with LSTM blocks and Batch Normalization were applied, enabling accurate
grouping of signals belonging to the same user. The achieved grouping accuracy is 94.69%, while testing on
different areas of Berlin and with other geographical coordinates (Madrid) showed a decrease in accuracy
within 6—10%, confirming the model s generalization ability and robustness. To optimize the number of sensors
and reduce infrastructure costs, the NSGA-II evolutionary multi-criteria algorithm was used, determining
the optimal placement of Bluetooth systems and constructing a Pareto front of compromise solutions. The
hardware implementation is based on an ESP32 microcontroller with integrated BLE and GSM modules and
an MPPT controller, ensuring autonomous power supply, data acquisition, and reliable transmission to cloud
storage. The obtained results provide a solid foundation for the practical deployment of BLE-based electronic
traffic monitoring systems with predictable costs and controllable observation quality.

Key words: BLE, neural network, LSTM, NSGA-II, SUMO, traffic monitoring, MAC address grouping,
electronic system.

Formulation of the problem. Electronic systems
for traffic monitoring and control are widely used in
modern urban infrastructure, mobility management,
and transport planning. They play a key role in col-
lecting and processing primary data on the movement
ofroad users. Their main function is to register signals
through electronic nodes, integrate heterogeneous
data sources, and perform computational processing
for mobility analysis.The development of intelligent
traffic management systems has led to the emergence
of a wide range of technical solutions [1]. Extensive
networks of measuring units, known as Roadside
Units [2], are used to monitor traffic density, speed,
and flow dynamics in real time. Monitoring systems
based on GPS, cellular networks, Wi-Fi, Bluetooth,
and video surveillance technologies are also widely
implemented [3]. Each of these approaches has its
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own limitations in terms of accuracy, cost, and infra-
structure requirements. Scientific efforts are directed
toward improving existing systems and developing
new, more efficient methods capable of enhancing
technical performance, reducing deployment costs,
and protecting users’ personal data, which may be
exposed through unsecured communication channels.

This research is devoted to the development of an
electronic traffic monitoring system based on pas-
sive Bluetooth scanning technology. Such an approach
enables the collection of labeled mobility data without
accessing or processing personal information, combin-
ing informativeness with confidentiality.

The article is structured as follows: Section 2 pre-
sents a review and comparison of modern data collec-
tion methods for traffic monitoring and justifies the
use of Bluetooth technology. Section 3 describes the
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research methodology and the design of the electronic
system for data acquisition and transmission. Section 4
covers the simulation of the urban infrastructure, the
neural network architecture for data processing, and
the obtained results. Section 5 discusses the opti-
mization of Bluetooth system placement using the
NSGA-II multi-objective algorithm, which deter-
mines the compromise between the number of sen-
sors and classification accuracy.

The novelty of the work lies in the integration of
three components: BLE-based labeled data collec-
tion, grouping of MAC addresses using Siamese neu-
ral networks with LSTM blocks, and optimization of
sensor placement using the NSGA-II algorithm.

Analysis of recent research and publications.
One of the most common approaches to traffic
flow monitoring is the use of GPS data, which pro-
vide accurate real-time tracking of object locations.
In studies [4, 5] clustering and Bayesian methods
were proposed to identify modes of transport from
anonymized trajectories. To improve classification
accuracy, convolutional neural networks, autoen-
coders, and semi-supervised learning techniques are
applied [6, 7]. Wi-Fi and Bluetooth data are used for
passive monitoring based on signal analysis within
coverage areas. Deep learning methods, such as
ResNet [8], as well as velocity correction according to
signal strength [9, 10], insure high accuracy in detect-
ing movement modes. Cellular network data make it
possible to assess large-scale mobility patterns, while
route-matching algorithms [11] and LSTM (Long
Short-Term Memory) models [12] improve accuracy
under low sampling frequency. Inertial sensors of
smartphones (accelerometers, gyroscopes) are used
to recognize user activity (walking, running, cycling,
or driving) based on motion analysis with deep and
recurrent neural networks [13]. Computer vision
methods, including aerial imaging within pPNEUMA
projects [14] achieve the highest spatial precision but
require substantial computational resources and con-
tinuous spatial coverage.

A common feature of modern monitoring systems
is the integration of artificial intelligence algorithms—
primarily neural networks—which automatically
extract informative features from heterogeneous data
and ensure high classification accuracy even in com-
plex urban environments.

The comparison of reviewed approaches shows
that the high precision of GPS- or vision-based sys-
tems is associated with significant energy and infra-
structure costs, whereas inertial smartphone sensors
lack spatial reference. At the same time, most meth-
ods rely on personalized user data—GPS coordinates,
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network records, or device telemetry—which creates
the risk of identifying individual trajectories and lim-
its the scalability of such systems. European regula-
tors, including the European Data Protection Super-
visor, emphasize the Privacy by Design principle,
which requires ensuring data confidentiality already
at the system development stage [15] [16].

Thus, in addition to technical requirements for
accuracy and scalability, one of the key criteria of
modern transport monitoring systems is privacy pro-
tection. This highlights the need for technologies
capable of maintaining data label integrity while
avoiding the identification of individual users.

A promising solution to the described limitations is
BLE technology, which records only MAC addresses
and signal parameters, significantly reducing the
amount of sensitive data. Although even temporary
addresses do not guarantee complete anonymity [17],
BLE provides the best balance between traceability
and privacy protection. Its passive nature allows data
collection without user involvement or the installa-
tion of dedicated applications, making BLE a suitable
foundation for urban monitoring systems.

At the same time, passive BLE scanning intro-
duces the problem of redundant records, when the
number of detected devices exceeds the actual num-
ber of users. Unlike Bluetooth Classic, which relies
on direct connections, BLE only captures broad-
cast signals, so a single user may appear as multi-
ple MAC addresses. In Europe and North America,
more than 90% of users have smartphones, about
20% own smartwatches, and over 30% use wireless
headphones, which can generate up to three inde-
pendent signals [18]. This leads to data fragmentation
that requires grouping of BLE signals belonging to
devices of the same user. Such grouping enables an
accurate estimation of the number of traffic partici-
pants without direct access to their devices.

The accuracy of this process depends not only on
the applied algorithms but also on the network con-
figuration — namely, the number and spatial distribu-
tion of BLE nodes. An excessive number of sensors
increases costs and data volume, whereas insufficient
coverage reduces observation completeness and
grouping accuracy.

Task statement. Therefore, this study aims to
develop an electronic traffic monitoring system that
combines BLE-based data collection, signal grouping
using Siamese neural networks with LSTM blocks,
and infrastructure optimization through the NSGA-II
multi-objective algorithm. The goal is to determine
the optimal configuration of BLE nodes that ensures
sufficient accuracy of user grouping while minimiz-
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ing the number of sensors and data redundancy. The
proposed system was evaluated in the SUMO simula-
tion environment [24], which models realistic traffic
processes in urban conditions.

Methodology

The traffic monitoring study was carried out
by modeling an urban infrastructure and simulat-
ing transport flows in the SUMO environment [19].
Bluetooth systems were placed on the map to serve
as receivers of signals from users’ Bluetooth devices.
The simulation did not explicitly model radio-wave
propagation. Instead, a simplified approach was
implemented: at each simulation step, the Euclidean
distance between a Bluetooth receiver and a user was
calculated. If this distance was less than the device’s
operating radius, the signal was considered detected.
This method made it possible to emulate the “trans-
mit-receive” process without complex physical mod-
eling while maintaining sufficient accuracy for urban
scenarios. The placement of antennas was automated
using a custom script that calculated installation coor-
dinates and inserted them into the simulation map.
Each traffic participant was assigned a random num-
ber of Bluetooth devices with a specified detection
radius, allowing various user behavior patterns to be
represented. During the simulation, registered MAC
addresses were recorded in a database together with
timestamps and the identifiers of the detecting anten-
nas for further processing.

Description of the Structural Scheme. The
core of the Bluetooth monitoring system (Fig. 1) is
a high-performance ESP32 microcontroller [20] that
supports Wi-Fi 802.11 b/g/n, dual-mode Bluetooth 4.2,
and multiple peripheral interfaces. Compared with the
previous ESP8266, it features a dual-core processor
with a clock frequency of up to 240 MHz (depend-

ing on the model). ESP32 supports both Bluetooth
Classic and BLE: the former offers higher data rates
but greater energy consumption, while BLE pro-
vides lower throughput yet enables energy-efficient,
connection-free communication suitable for IoT and
short-range mobile devices.

The controller’s power consumption during
active operation is 95—-130 mA [21]. For autonomous
deployment, the system uses a 3.7 V Li-Po battery
(20 Ah) charged by a solar panel via an MPPT (Max-
imum Power Point Tracking) controller. A tempera-
ture sensor with a resistive heater maintains the bat-
tery within its operating range. Data transmission to
the cloud is handled by the SIMS80OC GSM module
(350-500 mA in transmission mode) [22]. The sys-
tem performs adaptive scanning — increasing the fre-
quency of Bluetooth detections during peak traffic
and reducing it when activity is low. Data are trans-
mitted periodically based on the accumulated volume
and battery level, ensuring energy efficiency and sev-
eral days of autonomous operation even under low
solar conditions.

Depending on the deployment environment, the
system can operate in three configurations:

* Autonomous: solar-powered with GSM data
transmission via SIM800C;

* Connected: powered by the city grid with data
transmission over LAN or the ESP32 Wi-Fi module;

* Upgraded: integration of existing Blue-
tooth-equipped devices through firmware updates for
unified network operation.

Collected data in JSON format include the MAC
address, timestamp, and ID of the detecting node.
Depending on configuration, transmission occurs via
GSM or local networks; in the cloud, system IDs are
converted to geographic coordinates. The processed
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Fig. 1. Structural diagram of an autonomous Bluetooth system for monitoring road users
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data are then supplied to the neural network for fur-
ther grouping. The system’s operation algorithm
was validated through urban-traffic simulation in the
SUMO software environment.

Description of the SUMO Simulation. Eclipse
SUMO is an open-source traffic simulation package
that models multimodal transport systems, including
vehicular, public, and pedestrian flows. Developed
by the German Aerospace Center, SUMO provides
a comprehensive set of tools for importing road net-
works, route generation, visualization, and traffic-im-
pact analysis. A key feature of SUMO is its extensible
architecture that allows user-defined models and API
integration with external systems [19].

For the simulated Bluetooth systems, an XML
configuration file was generated containing the coor-
dinates and identifiers of each receiver. These sys-
tems do not affect vehicle behavior in the simulation
but act as reference points for registering Bluetooth
devices, enabling the collection of additional mobil-
ity data. A fragment of the simulated city map with

Fig. 2. Placement of Bluetooth systems in the SUMO
simulation environment

Simulation results were exported in CSV format
for subsequent processing by the neural network.

Artificial Neural Network for Data Processing.
To process Bluetooth scanning data, several neural
network architectures were developed and tested
using a Siamese configuration [23]. Each Siamese
model consists of two identical subnetworks sharing
weights that generate feature vectors for two MAC
addresses. The Euclidean distance between these vec-
tors is computed, and the output neuron with a sig-
moid activation evaluates the probability that both
signals belong to devices of the same user [24].

Two model groups were designed: fully connected
networks (NN1-NN4) and LSTM-based networks
(LSTM1-LSTM4), each receiving 1,200 input fea-
tures (400 time steps X three parameters — scan indi-
cator and antenna coordinates).
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The fully connected models differ in preprocess-
ing and optimization methods:

* NNI: standardized input data with the Adam
optimizer;

* NN2:same as NN1, but with additional L2 reg-
ularization;

» NN3: without data standardization, preserving
spatial context.

* NN4: identical to NN3 but trained with the
RMSprop optimizer.

The LSTM-based variants incorporate 64 recur-
rent neurons in different configurations:

* LSTMI: standard unidirectional LSTM layer;

« LSTM2: bidirectional LSTM, processing
sequences in both temporal directions;

* LSTM3: one-dimensional convolutional layer
(Convl1D) followed by MaxPooling, reducing dimen-
sionality while preserving key temporal features;

* LSTM4: similar to LSTM1 but followed by
Batch Normalization, improving training stability
and reducing overfitting.

All models end with 32 dense neurons, a layer
computing the Euclidean distance, and a single
output neuron with a sigmoid activation.
The LSTM4 model achieved the highest classifica-
tion accuracy among all tested architectures.

Training was conducted on data simulated for an 8 km?
fragment of Berlin with a 50 m grid step (Fig. 2). The
model included 3,100 objects (1,440 vehicles and
1,660 pedestrians), each assigned 1-5 unique MAC
addresses with transmission ranges of 10-30 m. The
simulation lasted 2,000 seconds with a 5 s scanning
step, producing 1,200 input features per record (scan
indicator and antenna coordinates).

Balanced 1:1 positive—negative MAC address
pairs were formed to prevent model bias: positive
pairs corresponded to devices of the same user,
negative pairs — to different users. Model perfor-
mance was evaluated using the confusion matrix
(TP, TN, FP, FN) and the classification accuracy metric:

TP +TN
TP+TN + FP+FN

The classification accuracy metric of neural net-
works is displayed in Table 1.

The LSTM4 configuration, which integrates
Batch Normalization after the LSTM layer, demon-
strated the best accuracy of 0.9469, confirming its
superior generalization and training stability.

To furthertestrobustness, the trained LSTM4 model
was evaluated under three simulation scenarios:(1)
the same Berlin area with antennas spaced 100 m
apart, which reduced accuracy due to lower spatial
coverage (0.89); (2) another Berlin district (same

Accuracy =
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Table 1
Performance accuracy of neural networks
NN version NN1 NNI1 NN1 NN1 LSTM1 LSTM1 LSTM1 LSTM1
Accuracy 0.8718 0.8718 09114 0.8132 0.9416 0.9437 0.9448 0.9469
Table 2
Results of neural network accuracy under different simulation conditions
Distance between BT . . 100 m, Berlin 100 m, Madrid
systems and the city S0'm, Berlin 100 m, Berlin (different area) (different coordinates)
Accuracy 0.9469 0.89 0.85 0.88
LSTM neural network with Batch
MAC -]
== @ ReLu
oBNEl—
- N— g ()
At <
N . 5 N
: . S Hidden layer
N PR 32 neuron
N el
Input 1200 |npyt Layer 64 LSTM neurons
=> LSTM neural network with
Batch Normalization
sigmoid
Euclidian O
distance =>
LSTM I k with output
neural network witl neuron
=> Batch Normalization

Fig. 3. Siamese neural network model with LSTM neurons and BatchNormalization

parameters, 0.85 accuracy), showing stability under
local topology changes; and (3) Madrid, a different
city with 14 km? area and 100 m spacing, achieving
0.88 accuracy, confirming cross-city generalization.
The results of all tests are shown in Table 2.

These results show that classification accuracy
depends not only on model architecture but also on sensor
density and placement. Reducing node density decreases
the number of simultaneously detected devices, limiting
temporal correlation patterns and overall accuracy. This
emphasizes the need for optimal sensor placement to bal-
ance coverage, cost, and data quality.

Optimization of Bluetooth System Placement
Using NSGA-II. Initial modeling in SUMO
was carried out with Bluetooth systems uniformly
placed on a grid with a 50 m spacing over an 8 km?
area, resulting in 3,360 nodes (=400 per km?).
Although this configuration provided full coverage,
more than half of the systems registered less than 1%

of scans, making it economically inefficient and moti-
vating placement optimization.

The problem was formulated as a multi-objective
optimization:
F(6)=(£1(0),~/:(0)),minF (6),
where 6 — vector of filtering parameters (activity, dis-
tance), f; — number of Bluetooth systems, f, — group-
ing accuracy.  Optimization was performed using
the NSGA-II (Non-dominated Sorting Genetic Algo-
rithm II) [25], which enables simultaneous minimiza-
tion of sensor count and accuracy loss. The algorithm
constructs a Pareto front of compromise solutions
between conflicting objectives — minimizing infra-
structure while maximizing classification accuracy.

For each configuration, a two-step filtering was
applied:

* Activity filtering — removing low-activity sys-
tems according to
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q

<4,

max

where q is the scan count of the current system, 0.
is the maximum, and g is the activity threshold.

* Distance filtering — eliminating systems
located too close:

q

D dbase * <Qmax>'
where D is the minimum allowed distance, d,, is the
base spacing, and a is the sensitivity coefficient. If
two systems are closer than D, the one with higher
activity is retained. If two systems are closer than D,
the one with higher activity is retained.

The parameters were varied as follows:

* d,...=50-500 m (step 50 m);

* a=0-450 m (step 50 m);

* 0,=0-0.3 (step 0.01).

The resulting Pareto front (Fig. 4) includes config-
urations that balance sensor density and grouping
accuracy.

Pareto front and selected compromise point
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Fig. 4. Optimization result with Pareto front
and compromise point

The compromise point, closest to the ideal (min-
imum number of systems at maximum accuracy),
corresponds to 115 Bluetooth systems (~14 per km?)
with an accuracy of 0.803.This means the number of
antennas was reduced by 96.6% (from 3,360 to 115),
while grouping accuracy decreased only by =15%
(from 0.9469 to 0.803).

Thus, applying the NSGA-II algorithm enabled a
substantial reduction in the hardware infrastructure
without significant degradation of performance, achiev-
ing an effective balance between sensor count, deploy-
ment cost, and grouping accuracy of BLE signals.

Conclusions. The study confirmed the feasibility
of using BLE technology for urban electronic traffic
monitoring systems. BLE enables tagged tracking of
mobility without accessing personal data, combin-
ing informativeness with privacy compliance. The
key issue of users having multiple devices, which
leads to redundant detections, was addressed through
MAC-address grouping using Siamese neural net-
works with LSTM blocks and Batch Normalization,
achieving a grouping accuracy of 94.69%. Testing
in different simulated environments, including vari-
ous geographical coordinates, showed only a 6—10%
decrease in accuracy, confirming the model’s gener-
alization capability. Simulation in SUMO validated
the applicability of the proposed approach for sys-
tem-level evaluation. To optimize sensor deployment,
the NSGA-II multi-objective evolutionary algorithm
reduced the number of Bluetooth systems from 3,360
to 115 (=14 per km?) while maintaining acceptable
accuracy (0.803), equivalent to a 96.6% reduction
in infrastructure with only a 15% quality loss. The
proposed integration of BLE data acquisition, neural
grouping, and multi-criteria optimization provides a
foundation for scalable, cost-predictable urban traf-
fic monitoring systems with controllable observation
quality.
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MTtukano O.B., Amuenxo 10.C. EJIEKTPOHHA CUCTEMA MOHITOPUHI'Y

JOPOXKHBOI'O TPA®IKY HA BA3I TEXHOJIOI'TI BLUETOOTH

Y emammi posensrymo nioxio 0o no6yoosu MiCoKUx elekmpoHHUX CUCTEM MOHIMOPUHEY OOPOACHLO20 MPAGIKY
Ha ocHoei mexronoeii Bluetooth Low Energy (BLE). Memoro %Cﬂi@?fceHH}l € PO3POOIIeHHs. anapamHo-nPOSPaAMHO20
KOMIJLEKCY, 30AMH020 3aDe3neuunmu MapKo8aHe GiOCIMeNCeHHsl NEPEMIUeHHSA YUACHUKIB PYX) 0€3 371y YeHHS NePCOHATbHUX
Oanux xopucmyesauis. Ha siominy 6io mpaouyitinux memooie (GPS, Wi-Fi, cminbhuxosi mepesici, komn tomephuil 3ip),
BLE noeonye ingpopmamuericmo i3 sumoeamu KOHQIOSHYIIHOCIE A HUZLKUM eHEPEOCHONCUBAHHSM. JOCTiON CeH s
BUKOHAHO UATSIXOM CUMYIAYET Micbroeo cepedoguwa v npoepami SUMO 3 poswiwennam Bluetooth-cucmem, ski
PEECHPYIOmb CUSHAIU NPUCIPOI8 KOPUCHTYBAYI8 30 NPUHYUNOM «OOCANCHOCHL» Y 4acosux Kpokax. [l ycyHeHHs.
HAOTUUIKOBUX 3aNUCI6 MAC—aggaec, MOGLEHUX HAABHICINIO ) KOPUCTYBAUIE KLUILKOX NPUCIIPOI8, 3ACIOCO8AHO HEUPOHHI
Mepedci ciamcbkozo muny 3 LST) M—%ommu ma Batch Normalization, wo 00360mu10 i0eHmu@iKyeamis npuHanedxicHicms
cueHanie 00HoMy Kopucmysauesi. JlocseHyma mouHicme pynysants cmarosums 94,69%, a mecmysanus Ons pisHux
OisiHok micma beprin ma inwux 2eoepaghiunux koopouram (Maodpud) noxkazano snuicenst mouHocmi 6 mexcax 6—10%,
o NIOMBEPONHCYE 30amHiICHb MOOETL Y3a2aibHIO8amu inghopmayiro. [l onmumizayii KbKOCmi CeHCOPIB | CKOPOYEHHS
sapmocmi iHppacmpykmypu UKOPUCIAHO eBOIOYIIHULL 612/2wamo umepianvhuil aneopumm NSGA-II, swuil susnavae
onmumansie poaviujenns Bluetooth-cucmenm i goopmye Tlapemo-ghponm xomnpomichux piutenns. Anapamua dacmuna
cucmemu peanizosana Ha mikpoxonmponepi ESP32 i3 mooyiamu BLE, GSM ma xonmponepom MPPT, wo 3abesneuye
ABMOHOMHE HCUBTIEHHSL, 30Ip OAHUX | Nepe0asaHHtsL pe3yibmamie y xmapHe cxosuuye. Ompumari pe3)ibmamu CMaHO8 ANy
OCHOBY OISl NPAKMUYHO20 61po6adicerHsi BLE-0a306aHUX e1eKMPOHHUX CUCTHEM MOHIMOPUHZY OOPONHCHBO20 PYXY 3
NPOSHO306AHUMU BUMPATAMU MA KOHMPOIbOBAHO) SIKICHIIO CHOCIEPENHCEHD.

Kniouosi cnosa: BLE, SUMO, NSGA-II, LSTM, ciamcoki netipouni mepedci, epynysanus MAC-adpec,
MICbKI cucmemu MOHImopuney mpagixy, bazamoxpumepiaibia ONmMumMizayis.
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